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1 Introduction.

This paper presents an over view of the use of Cybulas patented AURA technology in a
wide variety of pattern matching tasks, highlighting the universal nature of the technol-
ogy. It describes how, by allowing this, the process permits simple fusion of information
resulting from pattern matching on different data sources. Typical applications include
sensor management systems, biometric systems, machine monitoring etc. This is built
upon AURAS intrinsic strengths, including high performance and scalable operation.

Many of the systems described in this paper are detailed in other Cybula documents.

2 Overview.

AURA is centred around the use of a simple, but powerful, pattern recognition engine
based on a Correlation Matrix Memory (CMM). The CMM is a well known type of pat-
tern matching method. Since 1986, Prof. Austin has developed CMM based technolo-
gies for many applications. In 1999 it was clear that CMM based methods, encapsulated
in the AURA technology had great potential for many companies. Cybula was set up to
take this universal pattern matching technology to market. The AURA technology is
based in software or optional hardware which can be used on a very wide variety of pat-
tern matching problems requiring speed, and scaleability to large data. Since 1986, the
AURA methods have constantly been shown to perform as well as other competitive
techniques in the areas where it has been applied. Over 150 papers and reports have been
published to demonstrate this, and are available from the University of York web site
where the technology is still under constant development, expanding its uses to many

other problems (www.cs.york.ac.uk/arch/neural).

The now ubiquitous neural network methods such as Kohonen Networks, Radial Basis
Function networks and Kohnen networks all allow users develop good pattern matching
systems for small problems, where they excel. However, when the problems grow to
large datasets, and where very high performance is needed, they become limited. The
AURA technology has its origins in neural networks but draws upon pattern recognition
methods and parallel processing for its fundamental operation. The well known k-Near-
est Neighbour methods (k-NN) is a relatively good pattern matching method that has
been constantly shown to operate well on many problems, however, it suffers from slow

operation on large data problems. By using a CMM and other advanced methods the

2 © Cybula Ltd. 2004 V2
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AURA technology allows k-NN based pattern recognition methods to scale to large
problems and operate quickly. When combined with other statistical and pattern recog-
nition techniques AURA becomes widely applicable and more robust than the standard
k-NN methods.

AURA exists as a C++ software library containing the core pattern match engine and
then optional pre-processors and back check functions that are designed to deal with the
different data types (discussed below). In addition, dedicated PC and workstation hard-
ware is available that can accelerate AURA applications. AURA is available on a wide

variety of platforms and can be ported to any platform that supports the C++ language.

3 AURA applicability
AURA can be applied to almost any data type. Currently, the technology has the follow-

ing application components:

Signal Data (time varying data)

Text strings (strings of symbolic data)
Document sets

Form Data

Graphs (applicable to images and multidimensional data)

Each of these applications can be illustrated through a number of demonstrators built by
the company. These include a Trademark database system, chemical database and face
recognition (Graph Matcher), Financial time series prediction, engine health monitoring
(Signal data), Address database (text strings) and document retrieval systems (document
sets). Each of these applications have allowed the technology to be developed and eval-

uated and deployed.

To achieve this wide applicability the technology has a number of core elements, that
are combined with a number of adapters to make it work with these different data types.
The following describes how the core engine operates to achieve scalable pattern match-
ing, we then describe each data adapter, following this the speed and memory efficiency

are described followed by the implementation of AURA.

3 © Cybula Ltd. 2004 V2
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4 The Core AURA engine.

The core of AURA is a storage and retrieval engine based on a Correlation Matrix Mem-
ory. This system allows large amounts of data to be saved and retrieved quickly and ef-
ficently. Unlike a database, AURA is designed first and foremost to deal with large
incomplete data. That is data with items missing, added or changed. Databases have
been developed specifically for clean data. Thus AURA is capable of searching for data
held in its storage engine (the CMM) very quickly. The AURA methods have been de-
signed specifically to get the most out of modern computers by using low level opera-
tions in the computer and managing data and compute resources very efficiently. If that
was it, many others would have developed CMMs. The power of Cybulas approach is
to combine the CMM with methods that prepare the data correctly to get the best out of

the network and to use the CMM as a part of a more sophisticated data access system.

The AURA technology solves the pattern matching problem on large datasets by not try-
ing to do every thing at once, it uses a two stage method instead. The first stage finds the
items that are similar to the input, but does not worry too much about the exact similar-
ity. By doing this rough search a very fast approach can be used. The data items that are
candidate matches are then passed to a second stage for detailed matching, again using

a number of different carefully developed methods.
The stages that are used are summarised below:

Data to be matched
Pre-processor

CMM Processing
Candidate Matches
Back check

Final Matches v

The system takes the target data set and stores this in the CMM. When a data item to be

matched is presented to AURA, a pre-processor is used that is suitable for that data. The

4 © Cybula Ltd. 2004 V2



n
=
w
4
n
|
n
=
90
-
-
o
O
U
w
| .
=
| =
w
'
ot
1)
o
w
U
cC
1)
=
[
O
Yy—
-
w
O
=
A=
=

pre-processed data is fed to the CMM, results are collected and then refined by the
‘back-check’ operation. This final stage returns the exact items that match the input. The
user can control the level of similarity and the number of items returned as required. The
core CMM combined with the pre-processing stages allows both universal and fast pat-

tern matching capabilities.

AURA contains a number of pre-processors broadly grouped in to string and document
matching, graph matching and signal matching. The first of these applies to data that is
made up of a string of symbols for example text and documents (1D sets of symbols,
either words or letters). The second is data that can be represented as an attributed graph.
The nodes and the arcs of a graph represent data and relationships between data respe-
cively. This can be applied to images, where the nodes are parts of the image and the
relations are the relative positions. Alternatively it could represent people as nodes and
how they are related by the relations in the graph. The system allows you to search for
matches between graphs that are incomplete. Finally, signal matching is where you have
atime related signal that must be searched for, examples are financial time series, sounds

and complex signal data. In this case the data is made up of 1D strings of real values.

The diagram below shows the various components making up the AURA technology

that are described in the following sections.

Pre-processors Text Document Graph Signal

Storage engine CMM

Back check Data retrieval Classification
AURA components.

5 © Cybula Ltd. 2004 V2
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5 The AURA application components.
The following describes the components that can be used with the core AURA pattern

match engine to allow it to be applied to the different data types.

Signal Data.
Signal data can be stored and searched using the AURA technology by using the signal

pre-processor and back check components. Signal data is typically represented as a
string of real valued items, usually indexed over time. The image below shows a system
that has been developed for searching for vibration data from Rolls Royce engines. The
engines can produce up to 1Gb of vibration data per engine, per flight. AURA allows a

user search using samples of vibration data.

(©)

@ Tspanel —
File Preference Help

Open zmod image window
Searching for pattern.

X

TO003228,/m3088001. 100 S00 0 4318
71017192 /m427b011 . 100 152 E5&578
T1017101/md270011. 100 135 33909
710102 ™mB817h001. 100 95 14595
ble noi mEB2ThO01 . 140 o5 2576
7101030E,/m817h001 . 100 94 49840
e_failure/m1295001 216 o1 2190
g_failure /mil115001. 1p0 76 aso
7101028E,/mE817b001 . 100 T4 21682

oanN@urro

Play ¢ Stop | Rewind | Search

Forward | Back | Close

(A)

(B)

This figure shows how the signal components are used to search vibration
data from engines. Section (A) shows a power frequency plot of the data, sec-
tion (B) shows a signal searched for in this data. (C) shows the search dialogue

with a list of matching data segments.

6 © Cybula Ltd. 2004 V2
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This technology can be used for finding any string of variables. The methods have been

designed specifically to use memory very efficiently.

Text Matching.
Text data can be stored in AURA using the string pre-processor and back-check compo-

nents. The main emphasis of text searching is that it allows the user to match parts of
words, i.e. the data items used by the system are composed of individual letters, rather
than whole words as found in the document components. These components have been
used to build a list search engine (TSE) used to search for matches in lists of addresses
(for example). The image below shows a system holding all 27 million UK addresses,
allowing a free text search in under a second on a 1GHz PC. The memory needed for the
system is about 400Mb. The text matching components allow for deletion, addition and
changing of letters in the text as well as incorrect word ordering. More details of this ap-

plication can be found in the YDS information sheet.

@ full paf Jan 2002.yds - York Data Search - |EI|£|
File Edit ‘Wew 3Search Help
J = | i [ o] ”E = =1 JMatu:h strength |- ey
JQuery Street University York heslonton j J @, search @01 Expand
Scare & |Demh

B85 University of York Home Farm Main Street Heslington York | =

¥Ol0 5EEB
&0 Standing Conference of National & Uniwversity Libraries 10Z2

BEuston Street London NWl ZHA |-

58 York Biocanalytical #olutions Ltd GSenesis 2 University Road
Heslington York ¥ol0 5DQ

54 Genesis 1 Uniwversity Road Heslington York ¥Ol0 5Z0
54 Genesis Z University Road Heslington York YOl0 S5ZP

54 University Road Heslington York University Road Heslington
York ¥Ol0 SNZ

54 University Road Heslington York Uniwversity Road Heslington
York ¥o1l0 5DU

54 Innovation Centre University Road Heslington York Yol0 SDGLI

For Help, press Fi [First 32 of 29 Records=26824597
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Document searching
Documents can be stored in AURA using the document pre-processor and back check

components. These allow documents to be stored and retrieved by supplying example
words to the system. In contrast to the text matching components, the document compo-
nents use words as the atomic elements of the search, rather than the individual letters.
These AURA components have been used to construct a document retrieval system,
MinerTaur. An example screen shot of the system is shown below. This tool allows ac-
cess to large numbers of news articles based on a key word search. The technology also
allows spelling errors and synonym matching, added as separate components to the main
AURA system.

FEiMinerTaur - www.cs.york.ac.uk/arch & www.cybula.com

HaE B KnE o w5 @ O =)

Query.

coffee cocea sugar pork tuesday september gas soy | ﬂSearchl

[v] Stemming (v Synonyms

Matches: | 550, 13557 USA: Coffee, grain prices fise on supplyworries. ..

62% 13558 USA: Coffee, grain prices rise on supply worries. ..

FE3MinerTaur: Document Display

53% 32130 USA Export Business

88535 USA Dow ends abov @ @@ [close |

89377 USA Dowe ends abow

52%

ax Colours——————————
Query-Word Stem  Synomn

Coffee prices rose to their highest level in nearly 3 year on Monday and grains rose
asworries about adeguate supplies sparked speculator buyving. In other markets,
41358 USA Export Busines: || jymber prices rose but copper, pork and gasoline prices fell. The Commodity i
Research Bureau index of 17 futures ended 0.33 point lower at 250.33. Atthe Coffee |
42848 EL REUTER EC REF |Supar and Cocoa Exchange, Septernber coffee rose 4,20 cents per pound and
closed at 136.45 cents, its highest close since September B, 1895, News on Monday |5
#8353 USA: Grains fall on ge | Of torrential rains and gale force winds in number two coffee producer Colombia
rattled traders, hut there was little early word of any damage to the coffee crop, OF
88374 USa Grains fall on ge more immediate impact to traders was a shortage of quality coffee available for
delivery againstthe September contract. Speculative buying on Monday helped
pressure holders of selling positions in the September contract to exit the market by
buying contracts to cancel out their” short” positions. " Itis a squeeze, and shorts
are heing forced to cover, " said Refto Inc. coffee analyst Ann Frendergast. Exchange
57875 EUL REUTER EC REF lyarehouse stocks of coffee have heen declining for nearly two vears and newly
harvested supply from Brazil or Colombia wont arrive any time soon, analysts said.
96516 LISA: Stocks break rer |wWarehouse stocks fell to 24,738 bags in the week ended August 18, down from 1.25
million bags on December 30, 1994, Meanwhile, the number of open contracts in the
2355 UK: Silver fires attwo-r || September delivery stood at 2,089 lots as of Friday - the equivalent of over 500,000 | |
hags of coffee. Supply worries also hoosted corn and soybean prices atthe Chicago =

16742 USA Export Business - Gramiolseeds complex. ..

52%
D

7% 60281 USA: Oil up sharply, ¢

9%

459%

49%

49%

48% A013 UK .S, crop survey s

48%

48%

47%

6%

u@e @ @ ojusn s uE

Graph matching.
The AURA graph matching components allow the storage and matching of graphs that

may be incomplete. These components are extended through the use of pre-processors
that take data and represent it as a graph. They have been used to build image database

systems, molecular databases and face recognition systems. A graph is made up of a set

8 © Cybula Ltd. 2004 V2
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of nodes and vertices. The image below shows a face coded as a graph as read by a 3D

camera. This data is used in Cybulas face matching system, FaceEnforce.
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Another application of the graph matcher components is the AURA molecular matcher.
In this application a molecule is converted to a graph using a special converter. Then it
is sent to the AURA graph matching system built from the graph matcher components.
It allows a user select to a molecule and search the database for similar shapes. The sys-
tem encodes the full 3D shape of the object. Other objects could be used such as faces,

CAD drawings and graphics models. An example of the system is shown on the next

page.

9 © Cybula Ltd. 2004 V2
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Dismiss Dismiss Dismiss

Clearly these components can be applied to many other areas such as finger prints, pho-

tographs, engineering drawings etc.

Pattern Classification
The examples given so far use AURA as a powerful database system. AURA is also a

versatile pattern classifier, allowing the identification of an unknown item of data. For
example, it has been applied to detecting fraud in social security payments where form
data is captured and must be given a risk rating to identify the likelihood of fraud. The
user enters the form data and the system gives the probable level of fraud. To enable
classification, any of the components given above can be used (graph, text, signal, doc-

ument), but the back check function is replaced by a classification component.
AURA differs from other classification methods in that it allows data to be added at any

time to the classifier. No rebuilding of the classifier is required. This allows its use in on

line applications where new data is constantly arriving.
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6 Data Fusion over different data types.

It will be clear that AURA is a highly flexible pattern matching technology that can be
applied to any of the data types listed above. Because of this the ability to search based
on multiple data types is easily achieved. There are two ways to do this, either individual
AURA systems are constructed for each data type, and in operation the results from each
combined. Alternatively, a single pattern match engine is constructed and the AURA
system combines the results for you. The latter brings the full power of AURA to bare
on the problem. Examples where this can be used is where text and images must be
matched. The system can be configured to store both types of data and match, simulta-
neously on both the image and text data. The exact balance between the two data types
may be controlled. The figure bellow illustrates such an approach used for a fusion bio-

metric system incorporating fingerprint, 3D face and text ID for identification.

Fingerprint Face Text ID
L] Y Y
Graph Graph Text
of of Pre-processor
Print Face
AURA AURA AURA
- -

Matching Results

7 Speed and scaleability guidelines.
The advantage of AURA is not only in its flexibility but also in its speed and its efficient

use of memory. The following gives a guide to the speed and memory use of AURA

11 © Cybula Ltd. 2004 V2
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when applied to text searching and searching for molecules in a molecular databases
(AURA graph matcher).

Speed and Memory use of a text searching system.
The application example is a system used to store and retrieve address data (the YDS

tool). The system has been build using the AURA text components. The system is loaded
with various numbers of addresses, the memory used by AURA and the time taken to
recall an address are noted. In each case an example of a known address is input to the

system and the system recovers the 100 most similar addresses.

Total AURA Memory Usage for 500,000 Addresses

@ Unoptimised
H Optimised for Speed
[0 Optimised for Memory

The bar graph above shows how the AURA technology can be optimized for speed or
memory use, and gives figures for YDS storing 500,000 addresses. The figure on the
next page shows the search time for each level optimization (in ms - x10'2) for various
data sizes when recovering the 100 closest matches to the input. The results show that
500,000 examples can be searched in 0.62 second. These results were collected on a
1.6GHz Pentium 4 processor, 256 MBytes RAM.

12 © Cybula Ltd. 2004 V2
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Search Time v. Number of Addresses

—&— Unoptimised
Optimised for Memory
—l— Optimised for Speed

Average Search Time (mS) for LMAX 100

62500 125000 250000 500000
Number of Addresses searched (log scale)

Speed and Memory use of the AURA graph matcher.
The following evaluates the AURA graph matcher components when used in a molecu-

lar matching system. Timings and Memory use of the software on Sun UltraSparc |11
900Mhz Cu processors and 44GB RAM. Each molecule consists of a graph stretched

over the surface of the molecule in 3D.

Memory Use.

Table 1 on the next page gives the memory used by the system. DB size is the number

of molecules in the database.

13 © Cybula Ltd. 2004 V2
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Table 1: Memory used.

DB | e Wi
1000 6.5
2000 13
3000 20
4000 26
5000 33
6000 40
7000 46

Timings

The following gives the time to load the database into the system and the time to recall
a given example on the Sun platform. The typical graph size representing the molecule
is 20 to 120 nodes. In all evaluations the query was the netropsin molecule. The time is

given for the main query and generation of result list.

Table 2: Loading and recall times (seconds) for graph matcher

DB Size Loading Query
1000 88.7 1.7
2000 411.4 4.4
3000 989.8 6.9
4000 1817.3 9.7
5000 2877.0 12.4
6000 4233.8 15.2
7000 5839.0 17.9

Table 2 shows that 7000 graphs held in the AURA system can be searched in 17.9 sec-

onds given an unknown input graph.
8 Implementation
The AURA components are available as a C++ library and are available to run on a wide

variety of platforms (consult our web site for the latest list). To allow high performance

14 © Cybula Ltd. 2004 V2
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the AURA system has been designed to operate across a number of computers. These
can be closely coupled (such as in a cluster, SMP or shared memory multi-processor) or
loosely coupled such as machines in geographically different locations. The loosely cou-
pled implementation runs under Globus, an open source distributed system for multiple

computers. More details of these capabilities are available in other documents.

For the most demanding applications a special purpose processor card has been devel-
oped, based on the PCI bus, this allows a single processor machine containing a PCI bus
to support multiple cards. In large installations a very small system with extremely high
processing levels can be provided. More details of this hardware is available in other Cy-

bula documents.

9 Glossary
CMM component: Correlation Matrix Memory used to store and find data in AURA

based systems.

AURA: Advanced Uncertain Reasoning Architecture. The set of methods that make up

Cybulas high performance pattern matching system.

Back Check components: The software in AURA that refines the data that is returned
from the CMM:s.

Pre-processor components: The software in AURA that prepares data for the CMM.

15 © Cybula Ltd. 2004 V2
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